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Abstract—In next-generation enterprises it will become increasingly im- gued that mobile agents are particularly suitable for supporting
portant to retrieve information efficiently and rapidly from widely dis- mobile and wireless users, who may be subject to frequent vol-
persed sites in a virtual enterprise, and the number of users who wish to do . . ’ .
using wireless and portable devices will increase significantly. This paper untary or '_nvomn,tary dlsqonnecyons fer the network and may
considers the use of mobile agent technology rather than traditional client- b€ operating using mobile devices with limited resources and
server computing for information retrieval by mobile and wireless usersin - communicating over links of limited bandwidths and potentially

a virtual enterprise. We argue that to be successful mobile agent platforms high costs [8] [2] [3] In that case. it may be beneficial to have
must coexist with, and be presented to the applications programmer side- ! ! ’ !

by-side with, traditional client-server middleware like CORBAand DcoM,  the mobile user simply launch a mobile agent on the fixed net-
and we sketch a middleware architecture for doing so. We then develop an work, and then disconnect, where the mobile agent performs a

analytical model that examines the claimed performance benefits of mobile gagrch for the desired information and retrieves it. rather than
agents over client-server computing for a mobile information retrieval sce- ’

nario. Our evaluation of the model shows that mobile agents are not always having the mobile user stay continuously connected.

o ot s s et e st ey 1l paper, we conside the following question: s the mo-

gphythee v?/ireless link (E,)onnecting the mobile user to%he fixed servers of thg bile agent paradigm “better” than using traditional client-server

virtual enterprise is error-prone. ! computing for information retrieval tasks? Of course, a ques-

tion that immediately arises is, what is a mobile agent [4]? As

a working definition, in this paper mobile agent consists of

a self-contained piece of software that can migrate and execute
Next generation enterprises will be characterized by new @ different machines in a dynamic networked environment, and

ganizational structures, such as increased reliance on virtual @t senses and (re)acts autonomously and proactively in this en-

erations and “electronically glued” organizations. Itis also clegironment to realize a set of goals or tasks.

that next-generation enterprises will have an increasing percen

age of personnel, be they employees, suppliers or custom

I. INTRODUCTION

ost justifications for using mobile agents [1], [2] can be
flVided into two broad categories, which we cadiformance

will requireis t'he abilityto efficiently retrieve, orgqnize, managg;qin consumption, reduced latency, reduced computation, and
and leverage information and knowledge from widely dispers reased fault-tolerance. The software engineering benefits

sources within, as well as from outside, the virtual organizatio&.ate that the mobile agent paradigm can help application pro-
This activity represents a significant challenge as it tends to

X t deal of h Vol ¢ which i ammers and designers conceptualize solutions better in that
quire a great deal of human Involvement, whichi increases e paradigm may be more naturally suited to certain types of

cost and delay assomateq W'th. 't.' Thus any too! or technplq }Splications, that they can help improve code modularity and

that can help automate this activity has a potential for a signi Eusability that they can help hide network, system and protocol
cant payoff. This paper considers the tOOIS. andtechnologiest gerogen,eity, etc. Inthis paper we focus o,n quantifying the per-
can bg used to autpmate |nformat'|on ret”ev?' tasks for mObf mance benefits of mobile agents over traditional client-server
and wireless users in next-gengratlon gnterpnses. _computing. As a concrete case study of considerable impor-
_ There has been tremendous interestin the past few years inlisze 1o next-generation enterprises, we quantitatively study the
ing mobile agent technology for next-generation enterprises. |8 o mance benefits of mobile agents for information retrieval

particular, mobile agents seem have been proposed for autoralzs g our knowledge there has been no similar direct quanti-

ing the task of retrieving, organizing and filtering informa’[ioq‘,ﬂ,[ive comparison of mobile agent and client-server computing
located at widely dispersed sites [8], [3]. Mobile agent systeniSihe literature.

have been built and demonstrated that indicate mobile agents | iofl . h f . . f
can be used for information retrieval activities. It has been ar- V€ @lso briefly consider the software engineering aspects o
mobile agents. However, instead of comparing them with client-

1 Copyright 2000 Telcordia Technologies, Inc. All Rights Reserved server computing, we propose that in fact to obtain the bene-



fits of software modularity and reuse, mobile agent technolody.=
should be presented to the application programmer as a forrratons
of middleware, on par with other middleware technologies such
as CORBA or DCOM [9], and the Java family of technologies
(RMI [6], Jini [13], Enterprise JavaBeans [12], etc.) Middle- Meze
ware is particularly needed for developing applications for mo-"""""""* /"—m—+—n — S ———— L7,

MIDDLEWARE 3
bile and wireless users, which are expected to be an increasingly MEDIA TRANSLATION SOFTWARE AGENT PLATEORM

important segment of the workforce in next-generation enterse s :
prises. It seems likely (to us) that mobile agent technology will DCOM/CORBA
not replace “traditional” middleware technologies (e.g. Java,

CORBA) in the near-term or the medium term, but must coexist
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with it. We propose a middleware architecture for developing SYSTEM SOFTWARE
applications where the applications programmer can leverage

traditional middleware technologies or mobile agent technolo- Fig. 1. Architecturefor a Unified Middleware
gies.

This paper is organized as follows. In the following section . ] )
we describe a middleware architecture to allow mobile agentS¥fe!€ss and mobility adapter that hides the effects of wireless
be used for applications supporting mobile and wireless usdfgks and mobility from the middleware.
In sec. Ill we describe a simple analytical model for compar- I this paper we argue that to be successful mobile agent tech-
ing the performance benefits of using mobile agents rather tglogy needs to be integrated into the mainstream of industrial
client-server computing. In sec. IV we describe the results g#ftware development rather than being an exotic and special-
evaluating that model for an example scenario, and in sec. V i#8d offshoot. To achieve this mobile agent technology should

end with some conclusions. be presented to the applications programmer as another use-
ful tool in the set of tools available for rapidly creating robust
1. UNIFIED MIDDLEWARE applications from reusable software components. Thus mobile

It is clear that middleware will be an important part of th agent platforms should become integrated, or at least be avail-
portant part of the,, e side-by-side, with commercial middleware platforms. Thus

software and IT infrastructure of next-generation enterprises :
. . rogramm h
Middleware can be regarded as a layer of software which p%lo-p ogrammer may choose to use mobile agent technology for

. . o m lications and client- i
vides the common software functions and building blocks rSO € applications and client-server technology for others, since,

. X o ) : s we will show later, there are some situations where each has
quired by a wide range of applications and which reside ag)

layer above device and protocol drivers, operating systems r% jiormance benefits over the other,
Y P » OP gsy QVe thus propose the middleware architecture shown in Figure

other system software. Middleware is thus particularly usef}ﬂl Applications for mobile users can be written using the exist-

for providing software reuse and for hiding the heterogeneity ofg Mobitrix facilities, which run on top of CORBA. However,

. . |
ggtciigrr]lé/mg system software, protocols and devices from aqufey may also utilize mobile agent platforms (e.g. Aglets [5] or

Middleware is especially relevant for mobile and wireless aCC_oncordla [11]). In general a mobile agent platform could itself

cess to enterprise information systems. In fact, we have arg ré%?ntﬁzp,\f,igéog?f):,%fﬁl[;? |?01|%w§;e82|;\ g?:Tnllgﬁeiﬁngr?

that next-generation enterprise information systems shouldtoe of the mobility and wireless adanter
designed assuming that mobile and wireless users are the norm y pter.
rather than the exception, and assuming that every user is (poten-
tially) a mobile and/or wireless user [10]. However, study shows
that existing commercial middleware platforms, like CORBA In this section we develop a simple analytical model in or-
and DCOM, do not provide the functions commonly requireder to study the performance of both the mobile agents and a
by applications for mobile and wireless users. These functiotiEent-server based mechanism. We consifevirtual enter-
include profile management (e.g., a profile that describes wheises each having its own web server. A user connected over
communication devices the user is using at different times of thavireless link is then assumed to require information stored on
day, or what information services the user subscribes to), maifie of these servers. Note that this user can represent a mo-
box management (for the large variety of mailboxes —email, fabile user where the mobility of the user is neglected for ease
voicemail, etc. — that users may have), cross-media translatib@nalysis. This user might require to access information from
and notification (text-to-speech, email-to-fax, etc.) and so dhe servers since the user wishes to either purchase a product
Thus we have developed a layer of middleware, callebitrix or requires some information about a product. The web servers
that provides these functions in a well-defined, unified mann&re assumed to be connected to the internet. The mobile user
on top of a CORBA platform. can connect through a basestation to the internet and thereby to
In addition, we find that commercial middleware platformthese web servers.
use protocols (e.g. CORBAs IIOP on top of TCP [9]) that are We consider two paradigms which can be used to access in-
inefficient when run over wireless links, and are not designéatmation from the web servers by the user. In the first method
to handle user mobility well. Thus below the commercial midzalled the client server method the user can do repeated client
dleware is a relatively thin layer of software which we call theerver calls. So this requires message passing from the user’s

Ill. PERFORMANCEMODEL
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terminal over the wireless link and through the basestation on 7=t
to the different servers. The response is then returned back to (2)
the user over the same path. If the response does not fetcl’\l}zng
. . . re
information desired then the cycle has to be repeated over the
other servers. The second method is called the mobile agents 20l

method. In this case the user is assumed to have access to a mo- loi = loit s +lm (3)

bile agent on the user’s terminal. The mobile agent is embedded

with enough intelligence and launched by the user into the wirghis equation is obtained by considering the fact that a message
line network through the basestation. The mobile agent is thlght have to be retransmitted over the wireless link if the mes-
assumed to visit the different servers sequentially until it obtai§dge does not go through successfully. Here we assume that the
the information of interest. Once the information of interest iessage is retransmitted until it is transferred from the mobile
obtained the mobile agent returns back to the user over the wiier's terminal to the basestation successfully. We also assume
less link. We would also like to remark that since mobile ageritdat the sender knows after a round trip time whether the mes-
are autonomous entities, they can also perform compressiorf@ge has reached the receiver successfully or will have to be
the data prior to return but we do not consider this in the papégtransmitted.

We also neglect the security aspects of a mobile agent visitingn the next section we look at these equations to understand
different servers and using the resources locally. the conditions under which mobile agents are advantageous.

We consider that each of the the client-server calls constitutes
amessage. Inthe sequel we consider the error rate over the wire-
less link in terms of packet loss rate instead of the bit error rate.In this section we compare the client-server and mobile agent
Note that it is straightforward to convert the bit error rate over paradigms based on the equations given in the earlier section.
wireless link into the packet error rate given the packet size. Wée consider a scenario wifN servers. For the purpose of anal-
also assume that the code for a mobile agent is equivaleHt toysis each of the parametess I; ;1 is assumed to be indepen-
client-server calls oM messages. dently distributed between 0 and 1. The sequence in which to

The sequence in which the servers are searched is assumeéacch the web servers is obtained very simply by ordering the
be determined a priori. Thus a figure representing this scenasieb servers in terms of decreasipg Thus, the web server
is shown in Figure 2. The probability of succeeding in findingearched first is the one offering the highest probability of suc-
the relevant information at a servigis p; whereas the time takencess in terms of the information to be found. We have to remark
to process the query at servieis denoted byt;. The latency here that in the real world the assumption that the probability
over the wireless link from the mobile user to the basestationdsuccess at a web server is known is not always true. But we
denoted by,,, while the latency of the links from the basestationlo not concern ourselves with how to obtain this probability nor
to theith server is denoted Wy ;. The latency of the links from with estimating this probability adaptively in this paper.

IV. M ODEL EVALUATION

the ith server to the + 1th server is denoted bj ;4. Let In Figure 3 we consider the effect of the probability of loss
p denote the probability of losing a message over the wirelez¢er the wireless link on the client server and mobile agent
link. paradigms. On the x-axis we plot the probability of packet loss

Letl,; denote the sum of the latencies due to the wireless liaker the wireless link while on the y-axis we plot the expected
and the wireline link between thigh site and the basestationlatency as obtained from the equations given in the previous sec-
Then the expression for the average deldy in finding the tion. In this figure we assume that the size of the messages for
information using client-server calls is given by the client server calls and the size of the mobile agent is the

same. Itis to be remarked that the size of the mobile agent might
A . . increase especially when complex tasks are to be performed. We
Des = p1(2lo1+t1) +p2(2lo1 +t1 + 22 +82)+ - -+ will look into this aspect later. We would also like to remark
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Fig. 4. Effects of the mobile agent size considering 10 servers

Fig. 3. Effects of wireless |osses over mobile agent and client-server paradigms
with 10 servers ] ) ) )
lar, if, for a given query, the code size of the mobile agent ex-

eds that of the corresponding client-server request message,

. . o
that we also neglect the fact that client-server calls might restE response time using mobile agents can be significantly more
in large sized results being returned to the user. With these ﬂ.%v

) . i n using client-server calls. On the other hand, if the user has
sumptions, we can see from Figure 3 that as the probability 01 rejess link connecting the client device to the fixed wired
loss over the wireless link increases the expected latency w %

. . . Bvork of the virtual enterprise, the improvement in response
using mobile agents is far less than the expected latency wiffie using mobile agents compared to client-sever computing
cllent-§erver calls. ) ) increases as the quality of the link decreases.

. In Figure 4 we alsp con5|der'the fact th"’,‘t the size of the mo-\y 4pe continuing to address the issues raised in this paper.
b'l.e agent may bé/ times the size of the clllent-.server calls. IrAlong one thread, we are investigating integration of mobile
this case we also assume that the processing time for the mo ﬁgm technology with the CORBA-based Mobitrix platform.
agents is also going to b times the processing time require Along another thread, we are developing the simple analyti-

for client-server calls. Note that even in this case the differe | performance model to improve its accuracy and broaden its
servers are visited until success is obtained in the form of t @ope.

information being looked for being obtained. We plot the scale

factor M on the x-axis while the expected latency is again plot- REFERENCES
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